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Intelligence Alert 
 

GPMS:  OFFICIAL √   OFFICIAL-SENSITIVE  
 

Evaluation 

Source Evaluation 1 Reliable 

Intelligence Evaluation A Known directly 

Handling Code P Lawful sharing permitted. 

National Intelligence 
Model Level 

2:  Cross border 

More than 1 LA member affected   

Handling Conditions Can be shared outside of the member organisation. 

 

 

Egress Phishing Email Alert – Schools affected 
 

A member has reported receipt of phishing emails sent via the secure messaging service 
Egress.  
 

Our member believes the email addresses of six schools have been hacked, which has 
enabled fraudsters to send phishing emails to five other schools. The fact that the messages 
appear to have been sent by a secure system has allowed the fraudsters to target several 
schools.   
 

Egress have confirmed the fraudsters have used an old style Egress switch logo in their 
message. An image of one of the Egress notifications received appears below.  
 

 
 

Egress are aware of similar phishing attacks and advise users to “hover your cursor over the link 
to see the site you are being taken to. If it is a legitimate Egress email the link will take you 
to https://reader.egress.com/ with a unique code on the end”.  

  
If you would like to report any instances of the above information being used in similar 
fraud attempts please email them to intel@nafn.gov.uk and the details will be forwarded 
to the relevant teams. Please also report to Action Fraud. Alerts provide information about 
fraud, risks and trends which may affect members; your contributions are vital – please email 
them to NAFN. Where appropriate please include handling restrictions. 
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