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I n tel I I g e n C e AI ert ' Data & Intelligence Services

GPMS: OFFICIAL J | OFFICIAL-SENSITIVE
Evaluation
Source Evaluation 1 | Reliable

Intelligence Evaluation | A | Known directly

Handling Code P | Lawful sharing permitted.

National Intelligence 2: Cross border

Model Level More than 1 LA member affected

Handling Conditions Can be shared outside of the member organisation.

Egress Phishing Email Alert — Schools affected

A member has reported receipt of phishing emails sent via the secure messaging service
Egress.

Our member believes the email addresses of six schools have been hacked, which has
enabled fraudsters to send phishing emails to five other schools. The fact that the messages
appear to have been sent by a secure system has allowed the fraudsters to target several
schools.

Egress have confirmed the fraudsters have used an old style Egress switch logo in their
message. An image of one of the Egress notifications received appears below.

From:
Sent: 25 November 2021 13:34
Subject: Secured Document

£ switch

This email has been shared securely using Egress Switch

\ Click to read this secure email online.

This free service is provided by Egress Software
and enables you to communicate securely.

Regular user? Download our free desktop or mobile apps.

Confidentiality Matice: This email and any files transmitted with it are confidential and intended

Egress are aware of similar phishing attacks and advise users to “hover your cursor over the link
to see the site you are being taken to. If it is a legitimate Egress email the link will take you
to https://reader.egress.com/ with a unique code on the end”.

If you would like to report any instances of the above information being used in similar
fraud attempts please email them to intel@nafn.gov.uk and the details will be forwarded
to the relevant teams. Please also report to Action Fraud. Alerts provide information about
fraud, risks and trends which may affect members; your contributions are vital — please email
them to NAEN. Where appropriate please include handling restrictions.

NAFN alerts are written solely to provide members and selected third parties with information on current issues. NAFN makes no representation that the
contents of any alerts are accurate, or that the content or any guidance contained in this alert is correct. Businesses named in the alerts should not be blacklisted
as aresult. Members should seek their own legal or other advice, as appropriate in relation to any matters contained in this alert. NAFN accepts no responsibility
as a result of information contained within this alert for any claims, losses, damages or any other liabilities whatsoever incurred as a result of reliance on
information contained within this alert.
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